UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH THUA THIEN HUE Poc lap - Tw do - Hanh phuc
S6: 30A/QDP-UBND Thira Thién Hué, ngay 26 thangHndm 2021
QUYET PINH

Ban hanh Huéng din ky thuit tich hop tng dung vao itng dung
dich vu do6 thi thong minh Hue-S

UY BAN NHAN DAN TiNH THUA THIEN HUE

Céin cir Ludt Té chire chinh quyén dia phwong ngay 19 théng 6 ndm 2015;
Can cu Luat sua déi, bé sung mot s6 diéu ctia Ludt Té chirc Chinh phu va Ludt
T6 chirc chinh quyén dia phwong ngay 22 thang 11 ndm 2019;

Can cvr Ludgt Giao dich dién tuw ngay 29 thang 11 nam 2005,

Can cv Lugt Cong nghé théng tin ngay 29 thang 6 nam 2006,

Can cu Ludt An toan théng tin mang ngay 19 thang 11 nam 2015;

Cén cir Nghi dinh sé 64/2007/NP-CP ngay 10 théing 4 ndm 2007 cua
Chinh phu ung dung Coéng nghé thong tin trong hoat dong cua co quan nha
nuoce,

Cdn cir Nghi dinh sé 47/2020/NP-CP ngay 09 théng 4 ndm 2020 cua
Chinh phu v& qudn 1y, két néi va chia sé dit liéu sé cuia co quan Nha nueoc;

Cén cie Nghi quyét sé6 12-NQ/TU ngay 12 thdng 11 ndm 2021 cua Héi
nghi lan thit ndm Ban chdp hénh DPéng bé tinh khéa XVI vé chuyén doi s6 tinh
Thira Thién Hué dén ndm 2025, dinh huéng dén ndm 2030,

Cén cir Quyét dinh s6 62/2021/QD-UBND ngay 04 théng 10 ndm 2021
ciia UBND tinh Thira Thién Hué vé viéc Ban hanh Quy dinh Quan Iy, van hanh
va tich hop ung dung Hue-S,

Theo dé nghi cua Gidm doc S¢ Théng tin va Truyen théng tinh tai Tor
trinh s6: 2462/TTr-STTTT ngay 01 théng 11 nam 2021.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Hudng dan ky thuat tich hop
ung dung vao ung dung dich vu d6 thi thong minh Hue-S .

Piéu 2. Hiéu lue thi hanh

Quyét dinh nay cé hiéu luc thi hanh ké tir ngay ky.




Diéu 3. Trach nhiém thi hanh

Chanh Vin phong Uy ban nhan dén tinh; Giam déc S Théng tin va
Truyén thong; Thu trudng cac S&, ban, nganh, doan thé cap tinh; Chu tich Uy
ban nhan dan cac huyén, thi x4, thanh phé Hué; Chu tich Uy ban nhan dén cac
x8, phuong, thi trin; Thu trudng cac co quan, don vi; td chire, c4 nhan cé lién
quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noinhin: TM. UY BAN NHAN DAN
- Nhu Dicu 3; ) CHI"J' TICH

- Thuong vu Tinh uy; LI

- Thuong truc HDND tinh;

- CT va cac PCT UBND tinh;
- Bao Thira Thién Hué;

- bai TRT;

- Cong TTDT tinh;

- Céng bao tinh; C Af

- VP: CVP va céc PCVP; - yén Thanh Binh
- Luu: VT, CN.

¢




W luc.
KY THUAT
U dich vu do thi thong minh Hue-S
3411 /0D-UBND ngay 26/1//2021
71 dan tinh Thira Thién Hué)

I. TONG QUAN

1. Pham vi d6i twong 4p dung

Tai li¢u nay nhim hudng din céc co quan, don vi phat trién cac tng dung
sé& tich hop 1én nén tang ing dung Hue-S.

2. Céc nén tang hd tro tich hop

Nén tang {rng dung

STT Tich hgp dwge Hue-S | Ghi chu

bén thir 3
1. | Android Android Nen dung cho muc dich tich
i hop céc phan module native
5 0S .08 Nén dung cho muc dich tich

hop cac phan moudlc native

. Can wu tién déng géi tng
3. Flutter {\nfir01d dung tich hop vao Iluc-S
i0S : A A
bang cdng ngh¢ Ilutter

3. Giai thich tir vict tit
Trong hudng dan nay cac tu ngir sau day duoc hiéu nhu sau:

STT | Tén viét tit MG ta
Ung dung dich vu dé thi théng minh Thira Thién
1. | Iue-S LA, i
Hu¢ trén céc nén tang di dong -
5 I NSD Nguoi st dung: ngudi thao tac voi ung dung TTuc-S
' ) trén céc thict bj di dong o
3 | Android H’g dl‘cu happ /.\n<.irpid cia hang Googlc danh cho
cac dong thict bi di dong o |
4 108 H¢ di€u hanh iOS cda hang Apple danh cho cac
' ) dong thiét bj di ddng ciia hdng Applc o
5 Id Package namc ddi voi Android, Bundleld doi voi
- | PP i0S. Gia tri nay cin dugc dinh danh duy nhét
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I1. MO HINH KET NOI |

Cac ung dung cua bén thar 3 hoan toan chu dong vé& mat nghiép vu, tuy
nhién cac thdng tin trong tic co ban sé dugc trao doi véi ing dung chinh Hue-S
théng qua cac 16p thanh phan ¢ thé twong tac dugc, voi cac phuong thire nhur:

1. Component dung chung

2. Sukién (Event) dé trao dbi dit lidu

3. Tao céc kénh két ndi

Flne dunge Hee-S (Androidiis)

s

Ung dung bén thir ba Ung dung tich hop Ung dung c6 san
nén tang khac

Déng nhap Du’ l!eu cuc-fb“(" Thanh phan tlep nhan
(Logm) E dung chung va phan phO| thong bao

Dkl:ch“vu ql‘;a:n‘ ly, d ang'vky’/
tha_n hi phan t u’o’!’h

. - Menu chinh

ueq 03 ugud yueyy

Hinh 1 M6 hinh thanh phan img dyng di déhg Hue-S



II. QUY TRINH TiCH HQP CAC UNG DUNG VAO NEN TANG

UNG DUNG HUE-S
r : -
TRACH A - TAI LIEU/
MUC ~ CONG VI A .
i NHIEM G VIEC CONG CU
1. Hué 10C
2 pha. trién - Check list céc thanh phan
g avng ‘ tich hop
TCO 16
3. 1Tué 10C ‘ - Béo céo két qua kiém thir
% Khéng c6 16i
. |
Hue 10C A va R
4. Péi thc - Bién ban giao nhén
: - Ung dung diy lén kho
5. Hué I0C _ test hodc xuat ban thanh
file cai dat
? Co 18
6. I1ué JOC - Béo cao két qua test
- Ung dung dugc xuit ban
7. Hué 10C trén store: Google Play
Store va Apple App Store
8. Hué 10C

EVIRSY AN Y
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IV. PAC TA CAC CAC THANH PHAN KY THUAT TiCH HQP

I. Déng goi ung dung

- Ung dung Hue-S hd tro tich hop cac ing dung duoc viét dudi dang
native cho timg hé didu hanh Android va IOS hozc duogc viét bang congj nghé da
nén tang Flutter (Uu tién).

- Dé tich hop vao Hue-S thi ung dung can duoc dong géi thanh 1 module
c6 thé hoat déng ddc lap riéng biét cu thé nhu sau:

+ Pbi voi Android thi sé dong goi dudi dang Android Library. Man hinh

Activity chinh cta Ung dung can c6 tén la MainActivity va nam ¢ thu muc

ma ngudn gdc cla ung dung. Ngoai ra ing dung can cung cap ProGuard

rules cho qua trinh shrink, obfuscate module.

+ Dbi voi I0S s& dong g6i dudi dang Framework. ViewController chinh

clia ing dung can c6 tén 13 MainViewController.

+ Dbi v6i da nén tang str dung Flutter thi can dong goéi dudi dang package.

Root Widget cua ung dung can duoc dat tén la MainApp

- Ung dung tich hop can phat trién dua trén cong nghé da nén tang Flutter
dé dam bao hi¢u nang tong thc cua ung dung Hue-S. Trong truong hop ung
dung tich hop can dugc phat trién dudi dang Native thi s& can trao ddi thém dé
c6 hudng tich hgp phu hop.

- Dé module tng dung c6 thé giao tiép duoc véi céc thanh phan bén trong
Hue-S (ding nhép, Jiy thong tin tai khoan, théng béo.. .) thi s& can thém SDK
core cua Hue-S. Ngoai ra, ing dung Hue-S cling cung cap khung can ban cta
ung dung Hue-S dé céc don vi tién hanh tich hop thir trude khi ban giao hay cép
nhat ma ngudn tmg dung va khi ban giao ma ngudn tng dung can cung cép dudi
dang da tich hop thanh cong vao khung Hue-S nay.

- M& ngudn umg dung phai dugc cung cép ¢ dang minh bach c6 thé doc
dugc. Trong truong hop cén gidu mé ngudn vi ly do bao mét hodc bao v¢ tai san
tri tu¢ thi s€ cén trao déi truc tiép dé c6 phuong hudng tich hop phu hop.

- Ma nguon ung dung tich hop sé dugc day lén Git Repositoty do Hue-S
cung cap Yéu cau cén tao cac branch dé giir céc phién ban ci (101 thiéu 5 phién
ban) dé dé phong truong hop ¢ 16i nghiém trong khong thé khic phuc sém thi
c6 thé tam thoi quay v¢ ban cii va ciing dé phuc vu cho viéc Hue-S can kiém tra
giam sét su thay déi cia céc phién ban.

- Trong qua trinh Hue-S review code tng dung, néu nhén ra cé phén nao
do chua phu hop, chua dam bao cac yéu cau chit luong k¥ thuat thi c6 thé yéu
céu phia cung cap tng dung tién hanh chinh stra. Ngoai cac yéu cau vé k¥ thuat,
chét luong tng dung duoc md ta trong tai liéu thi vé co ban cdc Ung dung tich
hop vao Hue-S cén tudn thi theo cac yéu cau, khuyén nghi vé& hiéu nang, bao
mét, trai nghiém... do Apple va Google dua ra danh cho viéc phét trién tng
dung di dong.

2. Céc thanh phan tich hop do @ng dung Hue-S cung cap

a. Tai khoan ngudi dung hé thong

Thong tin tai khoan Hue-S bao gém céc trudong di liéu sau (mot so thong
tin s& duoc bd sung sau):

[ Tén truong | Kidu ditliéu | Bit bupe | Mb ta |




Lop (class) User

username | String X Tén dang nhap

name String X Ho va tén nguol dung*“

gender Byte X Gidi tinh. 1: Nam; 2 NiI;

birthday String X Nam sinh nguoi dung dinh
dang dd/MM/yyyy

address String Dia chi thuong tri cuia

‘ nguoi dung

email String Email

phone String X Di¢n thoai di dong

avatar Url anh dai dién cua nguoi
dung

Ung dung tich hop vao Hue-S c6 thé cin thém mot sd trudong thong tin
khac lién quan dén dich vu ciia minh. Trong trudng hop nay img dung c6 thé tu
bd sung thém man hinh cap nhat thong tin trong Umg dung va ty quan ly cac
théng tin nay (cap nhat, déng bo, lyu tri¥...) ma khong thong qua Hue-S. Tuy
nhién don vi cung cap ing dung can pha1 cung cap API dé Huc-S cb the truy
xuat dit liéu nay khi can thiét va ciing can néu rd cac trudng dir li¢u can thém
truée khi tich hop tmg dung. Luu ¥, cin tranh bat budc nguoi dung nhap cac
théng tin thém cia img dung ngay tu lan dau nguoi ding sir dung tng dung néu
khéng thét su cén thiét.

Ung dung Hue-S chi cho phép dang nhap bang tai khoan cong déan Hué.
Trong truong hop phia cung cap tng dung tich hop da ¢ khéi luong dit liéu tai
khoan ngudi dung lén va mudn tén dung dit liu nay thi c6 thé dua vao thong tin
nguoi dung tai khoan Hue-S (vi du so dién thoai, dia chi email) dé kiém tra xem
nguol dung nay da tdn tai trén hé thdng hay chua va s& goi y ngudi dung tién
hanh dong bo dir lidu gifta 2 tai khoan céng dan Hué va tai khoan cia phia cung
cap ung dung tich hop.

Thu vién tich hop Hue-S s& bao gdm aAPI tai khoan dé céc img dung tich
hop ¢6 thé 14y duoc thong tin tai khoan hién tai dang ding nhap va token xac
thue cta tai khoan (xdc thuc thong tin ngudi ding trén hé thdng quan ly tai
khoan cong dén Hué) danh cho tmg dung tich hop. Luu y, cdc ting dung tich hop
khac nhau s€ cé token xac thuc nguoi dung khac nhau.

b. Hé thong Menu dleu hudng chinh (Navigation Menu)

La hé théng Menu diéu hudng théng nhét cia tmg dung Hue-S. Tir cac
ang dung tich hop déu ¢ thé goi Menu nay nham thuc hién cac diéu hudng
(navigative): vé man hinh chinh cta tmg dung, céc tmg dung ngang cap khac,
cac chuc nang thong tin co ban Viéc goi menu chinh s& duoc cai didt & nut menu
(dang Hamburger = ) hodc vudt tir canh trai man hinh sang phai. Cac img dung
tich hop chii dong thiét 1ap menu hamburger tai cac vi tri cén thiét cta tng dung.

Navigation Menu nay dugc cung cap trong SDK tich hop IHuc-S. Ngoai
cac Menu diéu huéng ¢ dinh cta Hue-S thi cac don vi tich hop ciing c6 thé bo
sung thém cac Menu diéu huéng riéng cia ing dung théng qua API.




Ngoai ra trong Navigation Menu con c6 2 Menu ¢ dinh s3n danh riéng
cho timg tmng dung tich hop 13 Huéng din (danh cho viée diéu hudng dén man
hinh huéng dén ciing nhu gi6i thidu ing dung néu c6) va Cai dit (danh cho viée
diéu hudng dén man hinh cai dat riéng ctia ing dung tich hop néu ing dung tich
hop ¢6 cac cdu hinh cho phép ngudi ding tiy chinh). Cac tmg dung tich hop chu
dong 4n/hién 2 Menu nay tiy theo tmg dung cé cac muc trén hay khong thong
qua API.

Lr caidat (O cisithiéu

¢. Man hinh dang nhip, ding ky
U ng dung tich hop khi can thuc hién cac chic néng yéu cau phai chimg
thuc ngudi dung co thé tién hanh diéu hudéng dén man hinh diang nhap hodc man
hinh dang ky théng qua API do Hue-S cung cap. Sau khi ngudi diing dang nhap
thanh cong thi tat ca cac ung dung tich hop s€ nhan dugc su kién dang nhap bao

BAN CHIPAO m-cbuc cuéuc DICH COVID-18

'rlnu THUA THIEN HUE

{Yéu cdu nhjp chinh xic théng tindé cong o
phdng ch8ng dich Covid-19 dirge dim bio)

Anh ca nhan *

Vui long sir dung tai khoan cong dan de dang nhap
A ID déng nhap

§{\V T\ﬂdl ‘.;h.éu ] Ho va tén °

Quén mat khau Saredg e 00O Lon

Ngay sinh *

Gigi tinis - & Nam O N

Rinh danh cong Gan - .} buai 16 wei




gdm théng tin vé tai khoén cua nguot dung vua dang nhép

d. Thanh phan tiép nhin va phin ph01 thong bao (Notification)

Ung dung Iue-S sé& la noi tiép nhan tat ca cac thong bao duoc day dén, va
sau d6 Hue-S s& phéan phéi théng béo cho tmg dung tich hop tuong ung

¢. Chia sé dit liéu (bao gdm local data va remote)

Hue-S sé& ciing cp kénh trao dbi dir liéu dé cac tmg dung tich hop cé thé
thuc hién chia s€ dir liéu cho nhau cling nhu cung cép dit liéu cho Hue-S khi cén
thiét.

3. Tich hop tai khoan

a. Nguyén tic

M&i khi ngudi dung dang nhap hodc dang xudt Hue-S s& phat ra 1 su kién
théng bao cho toan bd cac img dung tich hop dugc biét. Cac ung dung can dyua
vao su kién nay dé ¢ cach hanh dong phu hop néu can. Vi du nhu x6a cac dir
licu cache ca nhan cia tai khoan vira dang xuét, huy ding 1 s topic firebase lién
quan dén tai khoan vira dang xuat, dimg céc request lién quan dén tai khoan vira
ding xut...

Cac tac vu cua cac ung dung tich hop can thuc hién khi nhan sy kién dang
nhép/dang xuét nén ¢ gang thuc hién nhanh. Cac tac vu lau hoéc néng nén cho
dén khi ngudi ding vao app cu thé mai tién hanh thyc hién.

b So do tudn ty ding nhip (login)

MO‘ form Dang nhap

hién thiform dang nhap

Submlt dang nh]p

Login thanh cong

Chuyén tiép thongtin tai khoan

- Thiét lap cac chire
it e . | theo phan quyén

Hién thicac chirenang 1 P quy

duoc phan quyén

Hinh 2 So dé tudn t ding nhdp nie hé thong Hue-S
¢. So do tuan ty dang xuat (logout)




Ngu’m dung goi menu chinh

e e
Goi menu chinh
e e
,< ..... - = PEUE
Hién thimenu chinh : View menu chinh
Chon thong tin ngudi dung
- T - el
P Hién thidialog thong tin ngudi dung
Chon dms xuat (lOJOU[) AP1logout()

Oy SRS A VW i.w_.f!b

<< - - PAng xudt thanh cong

"I Thigt 1ap cac phan quyeén
}gm_s vatai khoan

Chuyén thdng tin dang xuat

A&

B , Thiét lap cac phan quyén
Hién thitmg dung theo cac aa cho chirc ndng
chuenang khong dang nhéap

- Goi man hinh chinh (home)
: cla img dung Hue-S

o,

_ Hién thiman hinh home Hue-S

Hinh 3 So do tudn ty qud trinh ddng xudt vmg dung trén cdac module tich hop
4. Quy tic dit tén tranh xung dot
Céac ung dung tich hop vao Hue-S phai can dam bao c6 cac gia tri tén riéng

biét sau day:

~ Tén mién cia don vi cung cap Ung dung tich hop

- Tén Uung dung

— Prefix name (dung cho dat tén file, tag...) riéng biét. Vi du Ung dung c6
prefix name la cmv va can dat gid tri tag la waitUpload thi gia tri cuoi cung cuia
tag s& la emvWaitUpload hodc emv_waitUpload...

Vé co ban dé tranh xung dot thi mdi khi tmg dung cén 1 gia tri dé s dung
cho dit tén File hodc Tag cho céc api thi gia tri d6 cin bao gom package name
(hodc Bundle Identifier) hodc prefix name (trong trudng hop tén hodc tag can
ngin gon) riéng biét ma Ung dung di dang ky trude khi tich hop vao Hue-S.
Trong do c6 céc trudng hop dugce quy dinh cu thé nhu sau.

a. Android

- Module package name

Cac module duoc tao (bao gém ca module chinh tich hop va cac module
ty tao khac) «cin duoc dat tén package theo quy tic
topleveldomain.applicationname dé tranh xung dot voi cac module khac



Vi du cong ty c6 tén mién la example.com va chirc nang feedback la
upload s& dugc dat tén com.example.feedback
Iile, Folder (bao gdm ca database, SharedPreferences) duoe sinh ra trong
qua trinh st dung tng dung cén 1a con clia thu muc goc cha c6 dudng dan nhu
sau:
+ Internal Storage (bao gdm ca dudng din cache va data):
dudng dan gdc internal/{Tén_ung_dung}
+ External Storage: duong dan gbc external/HueS/{Tén ung_dung}
(Luu y: Can kiém tra xem thu muc Hue-S da ton tai chua)
- Resource (drawable, string, style....)
Can dat tén co prefix riéng biét va quy dinh gia tri prefix nay trong gradle
théng qua key “resourcePrefix” (co thé 1dy tén viét tit cla app lam prefix)
- Céc name, tag can phai riéng biét nhu Intent Action, Content Uri
Authority, WakeLock Tag, Permission Name..
Dat tén can bao gdm ca package name ciia module dé tranh xung dot
~ Universal Links
Phan domain cta link cho tit ca céc ung dung c6 gia tr1 1a domain cia
Hue-S. Cac ung dung tich hgp s& sir dung phan path cia link dé phan biét link
gifta cac tmg dung. Gia tri phan path nay can dat riéng biét dé khong xung dot
vdi céce ung dung khéc
- Notification channel Id
Id kénh thoéng bdo can duogc dit theo quy tic {package name} {id}. Vi
du com.example.feedback _hotSale
- Process name:
Dit tén process can bao gébm prefix name riéng biét clia tng dung. Luu y
hién tai Hue-S chua hd tro app tich hop tao thém process.

b. 10S
— File, Folder dugc sinh ra trong qua trinh str dung tng dung can Ja con
cua thu muc goc cha co duong dan nhu sau:

duong_dan goc internal/{Tén_ung_dung}. Trong dé co 1 s6 luu ¥ nhu sau:

+ Dudng_din_goc internal 1a duong dan dén cac loai thu muc luu trit ndi
bo goc cua ung dung bao gom. Documents, Library, Library/Caches, tmp.

+ Cac File, Folder duoc luu trit trong Documents s€ dugc chia sé dé
ngudl dung co thé truy xuét khi can thiét (qua tng dung quan ly Files). Vi vay
khéng nén luu tri cac ndi dung ma khong mudn nguoi ding truy cap truc tiép &
thu muc Documents

- UserDefault

Bit budc khéi tao UserDefaults kém suiteName bao gom prefix name
riéng biét ciia ing dung.

- Local Notification(UNNotification)

Trong truong hop khéng sir dung UUID cho identifier ma can tiy bién tén
thi can dat tén bao gobm bundle identifier

- NotificationCenter

Gia tri tén duoc ding dé post cin bao gém prefix name riéng biét clia ting
dung

- KeyChain

N TN S



Gia tri key phai bao gdm prefix name riéng biét cua ing dung.
- I'ramework bundle 1d

Cach dat gia tri bundle id cho framework (bao gom ca framework chinh
tich hop va céc framework tu tao khac) giéng véi dat tén package module cho
Android

c. Flutter

- Package name: Dé tranh xung dot 1én can dat tén cho package (library)
ngan gon ¢6 lién quan dén tén cta tmg dung va bao gém prefix name riéng biét
cta ung dung di dang ky tir dau. Cac plugin, package flutter tu tao khéc thi can
dat tén bao gdm Prefix Name riéng biét cia tmg dung.

- Method Channel: Cac tén method channel dugc st dung can bao gbm
package name c6 1én mién nguoc cta tmg dung.

~ Route: Cac tmg dung tich hop quy dinh tén route cén c6 prefix la base
route ¢6 dang /{package name} (truy cdp route nay s€ vao man hinh chinh Ung
dung tich hop). Vi du App A tich hgp vao Hue-S c6 cac route nhu sau
/appA/fcatureA, /appA/featureB

5. Deep Links

a. Android

Chi cén khai bao Activity tuong tmg voi Link cta tmg dung trong file

AndroidManifest

b. 10S

Chi sir dung Universal Links khdng str dung Url Scheme.

Khi tmg dung Hue-S kich hoat tir Universal Links, Hue-S s€ goi Class xur
ly link cua tng dung lién quan (Class nay s& phai dat tén theo quy udce tir trudce)
dua vao phan path cta link.

6. Tich hgp notification

a. Local Notification

Dbi v6i 10S thi chi can dat gia tri identifier () theo quy udc di duogce néu &
phén dat tén sao cho tranh xung dot

D&i v6i Android sé ¢6 2 truong hop cén tao Local Notification 1a khi nhan
duoc thong bao data Firebase do Hue-S lam trung gian chuyén do ung dung va
tmg dung tu tao thdng bao local (Vi du nguoi dung dat lich nhic nhé). Viéc tao
thong bao local trén Android can tuan tht 1 sb quy tic sau day:

~ Cén tao cdc kénh thong bdo riéng biét cho timg loai thong bao khac
nhau (Notification Channel) dé ngudi ding cé thé tiy chon bat tit thong bao
khéng cén thiét véi ban than.

~ MB&i ung dung can tich hop vao Hue-S s& dugce cung cAp sin nhém
kénh théng bao (Notification channel group) trudce khi tién hanh tich hop tmg
dung. Céac ung tich hop bét budc phéi sir dung groupld ctia nhom théng bio
cung cip sén dé tao kénh thong bao.

— Thong bao local bat budc phai dugc khoi tao kém theo tag 1a package
name cda ung dung con id co6 gia tri tuy y: notify (String package_name, int
id, Notification notification)

b. Remote Notification

Khi cac tmg dung tich hop can day thdng bao cho ngudi dung, thay vi gun
true tiép 1én firebase sé& duoc dua tap trung vé Server ctia Hue-S va Server Hue-



S s& thuc hién viéc push notification lén Firebase. Viéc nay nham kiém soat tin
sudt day théng bao, giam tinh phuc tap trong cdu hinh théng bao tng dung va
giup cho ang dung Iue-S co thc lay danh sach théng bao (xem lai cac thong bao
da day) nhanh chong tir 1 ngudn duy nhét.

POST hitps//tuongiac. thuathienhue.govovn Jdichva/push

- Header:
apikey: {key} (gia tri nay s& duoc cip cho Ung dung trudc khi tich
hop)
Content-Type: application/json

- Body:

{

"to": "/topics/caro_hotSale",

"title": "Tiéu dé thong bao",

"message": "No1 dung body thong béo",

"data": "A\Mid\": \"1\" \"name\": \"Tom\",\"photo\":
\"https://pbs.twimg.com/profile_images/735509975649378305/B81JwLT
7 jpg\”}"

"priority":
"android":{
"channel id": riull

}

n,n

normal",

}

+ to: Xac dinh théng bao nay sé& gui cho ai. Gia tri cé thé 1a tén topic
(/topics/{tén_topic}) hodc username clia ngudi dung cu thé mubn giri. Hién tai
chua hd trg guri theo nhom. Luu ¥ tén topic can thém tién t6 prefix name riéng
biét ctia mg dung dé tranh xung dot. Vi du can giri thong bao dén topic ¢ tén
hotSale (to: /topics/hotSale) va Umg dung co prefix name la caro thi tén topic s&
la caro_hotSale

+ priority: Chi dinh mic dé quan trong cia thong bao gdm 2 gia tri
normal va high. Luu y déi v6i cai thdng bao khong quan trong, mang tinh quangj
c4o, gi6i thiéu, pham vi d6i tuong nham dén 1a cong ddng thi khéng dat gia tri
high.

+ title: Tiéu dé théng béo. Tiéu dé nén mang tinh dic trung cua tng dung
néu khéng thi sir dung tén Ung dung lam tiéu dé thong bao.

+ message: Noi dung théng bdo. Noi dung nay nén ngan gon, cu thé.

+ data (c6 thé null): Dir liéu giri kém thong bao co kich thude khong vuot
qua 3 KB. Trong truong hop vuot qua 3 KB thi ¢6 thé dung gzip dé nén dung
lugng text data

+ channel_id (c6 thé null): Chi dinh notification channel id ctia Android.

Mic dinh thi théng bao Android tir firebase s& dugc day vao kénh thong
bao co id 1a appld cna tmg dung tich hop. Néu channel id c6 gia tri thi thong
bao s& dugc diy vao kénh thong bao cé id 1a {appld} {id}. Cac tng dung tich
hop can chi dong tao cac kénh thong bao cua minh.

c. Fircbase

Hién tai chi hd tro tich hop Crashlytics cho viée log 16i. Trong 1 khoang
thoi gian dinh ky nhét dinh Hue-S tién hanh ra soat 16i img dung va s¢ giri cac




16 lién quan dcn Ung dung cho bén cung cap tng dung dé tién hanh va 16i. Cac
dich vu khéc VC sau s¢ tién hanh tich hop théng qua Fircbasc BigQuery va
Firebase Api néu dugc hd tro

7. Lwu trir va dong bo dir liéu

Mbéi tmg dung s& st dung file database riéng dé tranh xung dot dit liéu. Vi
st dung database riéng nén moi img dung co thé thy v st dung loai database
(file, sql, nosgl) Hue-S s& phat 1 su kién khi nguoi dung mé ung dung Hue-S dé
cac ung dung tich hop ¢6 thé tién hanh dong bé cac dit lidu quan trong, can thiét
dbi véi nguoi dung. Céc umg dung tich hop nhan su kién nay théng qua viéc ké
thira class AppDelegatelmpl. Tuy nhién can tranh thuc hién nhiéu request hodc
c4c tac vu Jau néu khong that su can thiét trong thoi gian nay.

Néu tmg dung ¢6 céc tac vu dinh ky can thuc hién & background (khi tmg

dung khong & trang thai active dbi véi IOS hoéc tham chi khi Uung dung khong
duoc bat trude dé déi véi Android) thi can trao dbi thém truc tiép dé cé phuong
an tich hop phu hop.
Android va [0S ¢6 cung cdp nhiéu loai ving nhé cho timg loal dir iéu khac
nhau. Can phai lua chon ding loai ving nhé theo khuyén nghi ctia Apple va
Google vi Hue-S s& chti dng don dep cdc vung nhé (thy theo ting hoan canh s&
chon cdc viung nhd khac nhau) cia cac ung dung khi can thiét. Ngoai ra dung
luong bo nhé trong cho cac vung nhd 14u dai (khong phai cache hodc temporary)
t61 da ma cac tmg dung duoc stir dung 1a 100MB.

8. Bao mat

- Han che luu trir cac dit 1iéu mang tinh chat nhay cam cua nguoi dung7
néu khong can thiét. Néu ¢o luu trix thi dit lidu can dugc ma héa bai co ché sinh
khoa bao mit cao hodc luu trit trong cdc vung nhé bao méat cao do hé diéu hanh
cung cip (Keychain dbi véi ios va Keystore déi v&i Android). Béi véi database
(sql, nosgl) thi co thé st dung cac thu vién hd tro mi hoéa 1a sqlcipher hay
Realm.

- Céc request network néu ¢6 gii nhan dir lidu hay thao tic mang tinh
nhay cam thi bat budc phai sir dung HTTPS. Server ludn phai xac thue, kiém tra
tinh hop 1& cta request, tuyét d6i khong tin tudong vao client.

- Tranh tra dir liéu du thira cho ngudi ding dé khéng lang phi dung luong
cua ngudi dung va tang tinh bdo mat di 1iéu. Nhitng di¥ liéu nguoi dung khoéng
nén thay thi khong tra vé& cho du ¢6 chin hién thi trén app.

- Péi véi cac chite ning, thao tic cin tinh bao mat cao trén Android thi
khuyén nghi nén kiém tra dg tin c@y cta thiét bi thong qua SafetyNet Api. Phin
nay s& do Hue-S cung cép trung gian thong qua API tich hop.

- Webview chi duogc str dung dé hién thi ndi dung html tinh. Khong dugc
st dung Webview dé hién thi hodc tai ndi dung cia cac bén khac. Trong trudng
hop cén tai noi dung trang web ngoai thi st dung Chrome Custom Tabs hodc mo
trinh duyét ctia thiét bi

- Péi véi cac file dugc upload tir img dung can dbi tén file trudc hodc sau
khi upload dé tranh truong hop 16 thong tin ngudi dung tir tén file trr khi ¢6 yéu
cau giit tén tir nguoi dung hodc viée gift tén la can thiét déi véi ngum ding. Déi
v6i céc file anh va video khi tai 18n server cin phai x6a ¢4~ =2~ fim mata e
¢6 lién quan dén ngudi dung (ngay tao, chinh stra, vi tri, thong s6 camera...)



- Khi nguoi dung dang Xuat tai khoan thi tng dung can x6a hét cac dit liéu
lién quan dén tai khoan. Néu can giit lai thi phai ma hoa dé chi khi tai khoan do6
dang nhap lai maoi co thé khai thac di licu duoc.

9. Hi¢u ning

- Cac request network thong thuong (tdng dir litu gii/nhan nhé hon
100KB va khong thuc hién céc tinh todn phuec tap) c6 thoi gian trung binh khong
qua 2 gidy

- Tuyét d’éi khéng thuc hién cac tac vu ning hodc mét nhidu thoi gian
(network, truy xuat file/database...) & thread UI

- Co gang kiém soat memory Ung dung dé khong bi day 1én qua nhanh
hoac quéa cao gan ngudng crash. Han ché t6i da memory leak. Ngoai ra can han
ché viéc tao thém process trén Android va méi khi két thuc process thi nén cha
dong két thuc (kill) process néu process khéng duoc can mé thudng xuyén hoic
khong phéi process quan trong.

- Khi Uing dung roi vao trang thai khong kich hoat thi nén dimg céc tac vu
khong can thiét (nhét 1a cac request network hodc tac vu ning, sensor) dé giam
hao phi dung luong pin, cpu. Ngoai ra, khi nguoi dung thoat khoi man hinh chue
nang ciing can phai dimg cac tac vu khdng cén thiét dugc phat sinh & man hinh
nay.

- Tuyét dbi khong lam dung ddy thong bao & dang im lang (data Android
va silent 10S) dé kich hoat thiét bi active cho muc dich déng bo dit liéu. Néu cén
dua vao thong bao dé& ddng bd dir lidu 16n va thuong xuyén thi can trao doi
thém.

- Tuyét ddi khong tu tao cac lich task chay ngém bén Android (bao gé)ln
ca Service) hodc cac cac background task bén IOS, dé déng b6 dir licu. Nhu da
ghi trén phan lyu trir va dong bo dit liéu, viée nay can trao dbi thém,

- Co gang cache dir liéu dé tranh viée request network lién tuc trong thoi
gian ngén. Ngoai ra nén tao cac phién ban nho cua dir liéu. Vi du nhu Anh thi s&
co anh thumb dé hién thi & danh sach thay vi s dung anh day du. Danh sach bai
viét thi chi can 1 vai théng tin nhu tiéu dé, tom tat, ngay dang chir khéng cén
toan b noi dung bai viét. Nhu vay khong chi giam dung lugng dit liéu ma con
giam thiéu CPU sur dung dé xr Iy dir lidu

- P6i véi cac tac vu xir 1y nang thi nén cé cac phuong hudng xir ly, cic
han ché rang budc dit liéu cho tung phén khuc cdu hinh thiét bi néu c6 thé. Vi du
véi tac vu nén anh thi céc thiét bi ¢ memory 1dn s& cho phép thuc hién 3 tac vu
nén anh chay song song, con véi céc thiét bi co dung lugng memory nhé thi chi
cho phép thuc hién 1 tac vu nén trong 1 thoi diém.

10. Tich hop cac dich vy tng dung di dong

a. Thanh toan trong Ung dung (in-app purchase)

Thanh toén trong ung dung Hue-S sé khong thdng qua cac dich vu thanh
toan ctia bén thir 3 ndo khac (ké ca dich vu thanh toan trong tng dung cta Apple
va Google) ma st dung cdng thanh toan riéng. Cac ung dung tich hop s& su
dung céc api thanh toan do Hue-S cung cap dé tién hanh thanh toan trong tng
dung.



Trong truong hop tng dung co cac ndi dung 56 can thanh toan ma thco
chinh sach phat trién tmg dung bt bude phai su dung dich vu in-app purchase
cua Google/Apple thi phai tu tim cach chuyén doi phit hop.

b. Ban dd

Hue-S s& cung cdp cho cic don vi phat trién tmg dung dich vu ban db
mién phi bao gdm sdk va dir liéu ban dd trong pham vi tinh Thira Thién Hué.
Céc tmg dung tich hop vao Hue-S bét budc sé& phai sir dung ban do nay. Trong
truong hop dich vu ban db cia Hue-S chua dap ung di yéu cau thi s& tién hanh
trao ddi thém dé c6 phuong 4n tich hop ban db phu hop.

V. YEU GIAO DIEN UNG DUNG TICH HOP

1. B6 cuc mau sic

Can dua theo cac guideline ctia Apple (i0s) va Google material (android).
Trong dé c6 mdt s6 yéu cau cu thé nhu sau:

- Can nhét quan giao dién tmg dung trén cac nén tang khac nhau (Android
va 10S) dé ngudi dung ¢ thé dé dang sir dung (mg dung trén nhiéu thiét bj di
dong. Déi véi céc giao dién danh cho céc thiét bi di dong qua khac biét (dong hd
théng minh, tivi thong minh...) hay trén may tinh thi cling cdn cé nhimng su
tuong dong nhat dinh véi giao dién trén dién thoai.

- Khong st dung qua 3 mau chinh (khong tinh mau den, trang va gradient)
va c¢in nhat quan trong viéc str dung mau. Tuyét ddi khong lam dung mau séc
khién cho ngudl dung kho doc duge nd1 dung trir truong hop man hinh co it ndi
dung chir can doc

- Khéng str dung nhiéu loai font chir trong ung dung. Cén sir dung céac
loai font, kich thuéc font va mau chit sao cho dé doc.

- SUr dung céc icon don gian va hién dai vi du nhu material icon cua
google

- B6 cuc sap xép cac ndi dung ing dung can gon gang, dé nhin trén nhiéu
kich thudc man hinh va scaling. Phai c¢6 su phéan tach rd rang gitra cac nhoém noi
dung trén man hinh

- Véi mdi man hinh chirc ning, cac thanh phén tuong tac duge dinh
huéng la chirc nang chinh tai man hinh dé thi can duoc thé hién ndi bat hon (bdi
mau sac hoac kich thudc) so vdi cac thanh phén khac.

- Ung dung can co navigation menu bén trai. Ngoai cac thong tin bat budce
cia Hue-S bao gém: header, danh sach ing dung, gidi thiéu ing dung hién tai
(théng tin tmg dung, hudng dan sir dung...) va cai dat (néu c6) thi van c6 thé tuy
y thém cac menu diéu hudng riéng cia tmg dung vao navigation.

- Han ché nhét cac diéu huodng, chirc nang quan trong hoac dugc dung
thudng xuyén clia ing dung & navigation menu. Co ging thé hién cac chirc nang
dd & man hinh chinh

- Khong nén thé hién qua nhiéu ndi dung trong 1 man hinh néu khong that
su can thiét. Nén chia nho cac nhém noi dung ra nhiéu man hinh dé nguoi dung
dé doc va thao tac. Trong trudng hop 1h1et ké cho may tinh bang thi 1 man hinh
giao dién clia may tinh bang cé thé 1a tdng hop nhiéu man hinh giao dién dién
thoai.

- Man hinh dau tng dung cén c6 tén tmg dung (tén c6 thé biéu dién ca
dang text hodc hinh anh mién sao ¢6 thé nhan dang dugc day 1a ung dung gi) va



nut hamburger dé m¢ navigation menu (cling cé thé mé bang cach vuot tr mép
trai man hinh.

- o -
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2. Trai nghiém

- Khéng st dung webview dé thé hién man hinh chiic nang trir truong hop
cin hién thi n6i dung html tinh. Nén 14p trinh cdc man hinh chre nang duéi dang
native hodc da nén tang flutter dé dem lai trai nghiém tét cho ngudi dung va dam
bao tinh bao mat.

- C6 gang t6i vu dé tranh viée giat, khung khung hinh trong qua trinh sir
dung Uung dung.

- Céac thao tac load dir liéu hoac xur ly dir licu nén phai c6 nit dung dé
nguoi dung co thé dimg thao tac (khi cam thay 1au hoac khong can nita). Ngoai
ra nén co gang han ché cac loading indicator toan man hinh khi khéng that su
can thiét.

- Céc nut, chir...cho phép ngudi dung tuong tac (nhén, kéo...) phai c6
kich thudc ving bdm (twong tac) d 16n dé nguoi dung dé thao tac

- Théng bao 16i than thién va dé hiéu dong thoi kém hudng giai quyét néu
c6 thé.

- Cac noi dung text chi tiét ndi dung nén cho ngudi dung co thé copy duoc

- Man hinh xem chi tiét ndi dung phai cho ngudi dung c6 thé m& bang
trinh duyét dé xem & dang web néu c6 trang web

= Cong dong




- Yéu cau quyén:

+ Thue hién yéu cau quyén theo hoan canh va phai giai thich vi sao can
quyén

+ Khi cin ngudi dung nhay téi Settings (yéu cdu quyén bi deny, bat
GPS...) can giai thich r5 va cho phép nguoi ding quyét dinh cé dén man hinh
Settings hay khong

+ Khi vao 1 man hinh n61 dung va man hinh dé can yéu céu 1 quyén nao
do. Néu quyen d6 khoéng qud quan trong (hodc da tung bi deny nhiéu 1an) thi
khong nén hién thi dialog yéu cdu quyén ngay khi vao man hinh dé tranh viéc
lam phién nguoi dung. Cé thé hién thi message yéu ciu cip quyen cung voi ndi
dung ctia man hinh d6 dé ngudi ding cam thiy can thi méi bam cip quyén.

Where to? v Q.

Explore nearby places and things to do

Use your location 10 explore things to do - wherever
you are.

¥ Use my location

Recommended for you

Because you viewed Lake Tjornin

Home

- Khi vao man hinh cin bat GPS thi khéng nén bat budc nguoi dung phai

bat néu khong qué can thiét. Can hién thi message ly do vi sao can bat GPS. Dbi
v&i Android thi nén bét thong qua api google chtt khong nhay dén Setttings.
- Cache céc dir lidu can thiét v&i ngudi dung hodc céc dir lidu it thay dbi dé cé
thé sir dung offline hodc cho hién trudc dit liéu cache trude khi request dit lidu
tir mang dé tao cam gidc tai dit liéu nhanh (hinh anh, ghi chu danh déu... théng
tin tai khoan...).
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